»2¢ BLACKSWAN

CYBERSECURITY

THREAT ADVISORY
BINANCE: Fake Job Interviews, Malicious Software & Trusted-Application Abuse

Executive Summary

A recent, high-profile compromise of Binance demonstrates an important cybersecurity lesson: a sophisticated
attack does not necessarily begin by defeating a firewall, exploiting an internet-facing server, or stealing a
password. It may begin when a trusted employee performs an ordinary personal activity on a company computer.

According to Binance's investigation, attackers conducted a months-long campaign targeting software engineers.
In one stage, an engineer was approached through a legitimate employment platform and participated in what
appeared to be a credible recruiting process. During a subsequent interview, the employee was instructed to
download a coding assignment onto the employee's work computer. The repository contained malicious code
that executed during setup.

The malware reportedly used sophisticated evasion techniques and replaced a legitimate development-tool
component with a malicious version, allowing attackers to execute commands and communicate with attacker-
controlled infrastructure while evading the endpoint security tools then in place.

The campaign ultimately expanded beyond the initially compromised endpoint. Attackers leveraged
compromised systems, stolen credentials or tokens, and an internal Al tool to reach additional engineers and the
wallet infrastructure. On October 29, the attackers triggered the malicious activity that culminated in
approximately $6.34 billion in affected cryptocurrency assets.

This attack reinforces an important principle:

Endpoint security cannot depend solely on detecting known malware. Organizations must also control what
employees are allowed to download and execute, monitor trusted system and application components for
unauthorized changes, and separate personal activity from corporate computing environments.

What Happened?
The compromise developed over several months rather than through a single exploit.
1. Malicious Software Disguised as a Legitimate Tool

Earlier in the campaign, a Binance Wallet DevOps engineer downloaded a tampered software installation
while attempting to install an Al-related development tool. Although the activity was detected and the device
and credentials were subsequently replaced, attackers had already obtained useful information about the
employee's role and colleagues associated with wallet infrastructure.

This illustrates the danger of downloading utilities, development tools, browser extensions, Al clients, package
managers, scripts, and installers from search results or unverified sources.

2. A Fake Job Interview Established Trust

In September, attackers contacted another Binance software engineer through a legitimate job-hunting
platform.

The attackers impersonated company personnel and conducted multiple interviews. They even supplied
social-media profiles containing personal photographs and videos to make the fictitious organization and its
employees appear legitimate.

The interaction therefore looked considerably more convincing than a traditional phishing email.
3. The Employee Downloaded an "Assignment”

Near the end of the interview process, the engineer was instructed to download a coding assignment from an
online repository.
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Critically, the employee downloaded and executed the assignment on a company-issued computer. The
malicious code executed during setup and established the attacker's foothold.

4. A Legitimate Application Component Was Altered

The malicious code reportedly replaced a legitimate pyenv executable associated with the macOS/Homebrew
development environment. The malicious replacement could initiate a zsh process and communicate with
attacker-controlled infrastructure. [bleepingcomputer.com]

This is particularly significant from a defensive perspective. An organization may have completely legitimate
software installed, but the files that constitute that application can themselves be modified or replaced after
installation.

5. Traditional Endpoint Protection Was Not Enough

Binance reported that the malware used obfuscation and evasion techniques and was not initially detected by
the endpoint protection technology in place.

This is why organizations should not treat antivirus, EDR, or MDR as the only security boundary.
6. Attackers Expanded Their Access

On October 20, attackers reportedly used the compromised computer and an internal Al system to gain
access to the computers of two additional engineers. One compromised endpoint contained a container-
deployment token.

The attackers subsequently used stolen access to deploy a container and execute malicious code, ultimately
reaching the systems involved in wallet transaction authorization.

Why This Matters to Every Organization

It would be a mistake to view this solely as a cryptocurrency incident. The initial attack required behavior that
occurs in organizations every day:

e Searching the internet for software.

e Installing a new utility or development tool.

e Using LinkedIn or another employment platform.
¢ Interviewing for another job.

o Participating in personal video calls.

o Downloading a coding exercise or document.

¢ Cloning a Git repository.

e Running an installer or script.

e Giving an application permission to execute.

The difference is that these activities occurred on systems trusted by the employer.

The Corporate Endpoint Was the Security Boundary
An employee workstation may have access to:

e Corporate credentials and authentication tokens
e Microsoft 365 and cloud applications

¢ VPN and remote-access services

e Source-code repositories

e Administrative interfaces

e API keys and secrets

e Password vaults

o Al assistants and development tools

e Production environments

e  Customer information
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Compromising that workstation can therefore provide attackers with something much more valuable than the
workstation itself: the employee's trusted digital identity and access.

Blackswan Guidance
1. Keep Personal Activity Off Company Computers

Organizations should reinforce Acceptable Use policies requiring corporate systems to be used primarily for
authorized business purposes.

Employees should not use corporate computers for personal job searches, outside employment, personal
software development, cryptocurrency activity, gaming, unapproved Al services, or other activities requiring
downloads or installation of non-business software.

The lesson from Binance is not that employees should distrust every recruiter. It is that a personal activity
should never introduce executable code into the corporate computing environment.

Employee Rule of Thumb
If it isn't for company business, don't download or run it on a company computer.

Employees participating in outside interviews, coding exercises, open-source projects, or similar activities
should use a personally owned device that is not connected to the organization's trusted environment.

2. Implement Application Allowlisting
Organizations should move from:
"Block software that we know is bad"
toward:

"Only allow software that we have determined is authorized."

Application control technologies such as Microsoft App Control for Business (WDAC), Microsoft Defender
Application Control capabilities, AppLocker, ThreatLocker, Airlock Digital, or equivalent application-control
platforms can substantially reduce the ability of unauthorized executables, scripts, libraries, and installers to
run.

For higher-risk environments, controls should address:

e Executables

e Scripts

e PowerShell

e  Shell scripts

o MSIl/package installers
e Dynamic libraries

e Browser extensions

o Package managers

e Developer utilities

e Unsigned applications

Developers may legitimately require greater flexibility, but that flexibility should be implemented through
defined developer policies and controlled exceptions, not unrestricted execution. Consider putting
developers on their own VLAN with limited or no access to Production.

3. Monitor the Integrity of Authorized Applications

Allowlisting alone does not completely solve this problem. The Binance incident is particularly instructive
because malicious code reportedly replaced a legitimate development component.
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Organizations should therefore implement File Integrity Monitoring (FIM) or comparable endpoint telemetry for
critical operating-system and application locations.

Alert on:

Executable replacement

Unexpected binary modification

Changes to application directories

New or modified symbolic links

Changes in hashes of approved executables
Installation of unsigned binaries

Unexpected changes to PATH or execution locations
Modification of shell profiles

Persistence mechanisms

Security-agent modification

Changes within privileged development environments

For critical applications, security teams should establish known-good cryptographic hashes or trusted
publisher signatures and alert when an executable changes unexpectedly.

4. Control Software Installation

Users should not routinely possess unrestricted ability to install arbitrary software. Recommended controls
include:

Standard-user operation: Administrative privileges should be removed from normal user accounts
wherever operationally possible.

Privileged elevation: Use endpoint privilege-management solutions to permit specific authorized
applications rather than providing permanent local administrator access.

Approved software catalog: Make commonly needed business applications available through Microsoft
Intune, Company Portal, Jamf, an RMM platform, or another centrally managed deployment mechanism.
Software inventory: Continuously compare installed applications against an authorized application
inventory.

Alert on new software: Security teams should receive telemetry when new executables, packages,
browser extensions, or applications appear outside approved deployment mechanisms.

5. Treat Developer Workstations as High-Value Assets

Developer and administrator workstations need more controls, not fewer. They frequently contain credentials
and access paths capable of affecting entire environments. Organizations should consider:

Privileged Access Workstations (PAWSs)
Separate administrative accounts
Short-lived credentials
Hardware-backed authentication
Just-In-Time access

Secrets vaulting

Restricted production access
Code-signing enforcement

Repository security controls

Container and CI/CD monitoring
Regular rotation of API keys and deployment tokens

A developer workstation should never become the permanent storage location for sensitive deployment
credentials merely because it is convenient.
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6. Expand Security Awareness Beyond Email Phishing
Modern awareness training needs to address relationship-based social engineering.

Employees should recognize that attackers may approach them through:

e LinkedIn

e Indeed

e GitHub

e Discord

o Telegram

o WhatsApp

e Microsoft Teams
e Slack

e Social media

e Developer communities

e Professional conferences
¢ Recruiting platforms

A video call does not prove that a person or company is legitimate.

Neither does a professional profile containing photos, employment history, references, followers, or apparently

normal social-media activity.

7. Apply Special Controls to Coding Exercises and Repositories

Developers should assume externally supplied code is potentially hostile until reviewed. Unknown repositories
should not be cloned, compiled, installed, or executed directly on a corporate workstation. If external code

genuinely needs to be tested for a legitimate business reason, use:

¢ An isolated disposable virtual machine

e A sandbox

e A non-production development environment

o Restricted network connectivity

e No corporate credentials

¢ No mounted corporate file shares

e No production API keys or authentication tokens
e Destroy or revert the environment after testing.

8. Monitor After the Malware Has Been "Removed"

The related BTCPay Server security incident provides a second useful lesson. Operators of affected systems
were advised to rebuild servers and create new wallets because simply applying the software update could not

remove access an attacker might already have established.

The same principle applies to endpoint compromise. After a confirmed intrusion, do not assume that deleting

the malicious executable ends the incident.

e Organizations should evaluate:
e Credentials

o  OAuth/session tokens

o APl keys

e SSH keys

e Certificates

e Service accounts

e Browser sessions

e Cloud authentication

o Developer tokens
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Deployment credentials
Persistence mechanisms
Downstream systems accessed by the compromised endpoint

For high-confidence compromise, rebuilding the endpoint from a known-good image is generally safer than
attempting to "clean" it.

Recommended Actions

Immediate: User Awareness

Notify employees:

ok wh =

Do not conduct personal job interviews or coding exercises on company computers.

Do not install software discovered through advertisements or unverified search results.

Do not execute unknown Git repositories or "technical assessment" code.

Do not download software requested during unsolicited recruiting conversations.

Report unexpected recruiter contacts that request technical downloads.

Immediately report any accidental execution. Do not attempt to hide, delete, or clean up the activity
yourself.

Early reporting can dramatically improve containment.

Near Term: Security Controls

Security and IT teams should validate:

Control Recommended Action

Acceptable Use Explicitly prohibit personal software and personal job-interview activities on

corporate endpoints

Application Allowlisting | Permit authorized executables rather than relying exclusively on malware blocking

Software Inventory Compare installed applications against an approved baseline

File Integrity Monitor critical binaries, application folders and system files for modification
Local Administrator Remove standing administrative rights where feasible

EDR/MDR Detect unusual process chains, shell execution, persistence and outbound C2
Developer Security Isolate external code and repositories before execution

Privileged Credentials Remove long-lived secrets from endpoints

Incident Response Require credential and token rotation following endpoint compromise

Key Takeaway

The most important lesson from the Binance incident is not simply "watch out for fake job interviews."
It is this:

1.

N WDN

A trusted employee using a trusted corporate computer can unintentionally convert personal activity into
a corporate security incident.

Security programs therefore need overlapping controls.

People need to recognize social-engineering techniques.

Policy needs to establish where personal activities may and may not occur.

Application control needs to restrict unauthorized software.

Integrity monitoring needs to identify when trusted software has changed.

EDR/MDR needs to detect abnormal behavior when prevention fails.

Privilege management needs to limit what a compromised endpoint can reach.
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The Binance attack shows why these controls are complementary. The malicious software reportedly evaded
the endpoint defenses that were present, altered a legitimate development component, and allowed attackers to
turn one compromised workstation into a pathway toward significantly more sensitive systems.

For organizations, the question should not simply be:

"Would our antivirus have caught this?"

The better questions are:

1. Would the employee have been permitted to execute it?
2. Would we have detected the change to the trusted application?
3. And if the workstation were compromised anyway, how far could the attacker go?

How Blackswan Can Help

Blackswan Cybersecurity can help organizations reduce the risk of social-engineering and endpoint attacks
like the Binance incident by addressing the people, policy, technology, monitoring, and response layers of
security. Rather than relying on any single security product, Blackswan helps establish overlapping controls
designed to prevent unauthorized activity, detect changes to trusted systems and applications, limit attacker
movement, and respond quickly when preventive controls fail.

Blackswan can assist with:

1. Security Awareness & Social Engineering Training: Educate employees on modern attack
techniques involving fake recruiters, job interviews, malicious coding assignments, Al tools, software
downloads, Git repositories, and other nontraditional social-engineering techniques.

2. Acceptable Use & Security Policy: Review and strengthen policies governing personal use of
corporate systems, software installation, outside employment activities, administrative privileges, and
use of unauthorized applications or services.

3. Application Allowlisting & Software Control: Establish authorized software baselines and implement
application-control technologies such as Microsoft App Control for Business (WDAC), AppLocker,
ThreatLocker, or equivalent solutions to restrict execution of unauthorized applications, scripts, installers,
and other code.

4. File & Application Integrity Monitoring: Monitor critical system files, application directories,
executables, libraries, and security components for unexpected changes, including the replacement or
modification of otherwise trusted software.

5. Endpoint, Identity & Privileged Access Security: Assess EDR, identity controls, local administrator
privileges, authentication tokens, API keys, service accounts, developer credentials, and privileged
access to reduce the potential impact of a compromised workstation.

6. 24x7 MDR & SOC Monitoring: Continuously monitor endpoint, identity, network, cloud, and security
telemetry for suspicious activity, abnormal process execution, command-and-control communications,
credential abuse, persistence, and attacker movement.

7. Developer & High-Risk User Security: Review security controls for developers, administrators,
executives, finance personnel, and other high-value users, including isolated development environments,
privileged access workstations, secrets management, and production access.

8. Incident Response & Digital Forensics: When suspicious activity is discovered, investigate affected
endpoints, identities, applications, and cloud environments; determine the initial access vector and scope
of compromise; identify persistence and unauthorized changes; preserve forensic evidence; contain
attacker access; and support secure recovery.

9. Tabletop Exercises & Readiness Assessments: Test how an organization would respond to a similar
scenario, such as an employee executing malicious code during a fake interview, and identify gaps in
detection, escalation, containment, credential rotation, communications, and recovery.
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The objective is defense in depth: prevent unauthorized software from executing where possible, detect
when trusted applications or systems are altered, identify malicious behavior that bypasses preventive
controls, and limit how far an attacker can move if an endpoint is ultimately compromised.
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Need Assistance or Want to Discuss Further?

Contact Blackswan Cybersecurity at 855-BLK-SWAN or Contact@BlackswanCybersecurity.com
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