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Executive Summary

BravoX is a newly identified Ransomware-as-a-Service (RaaS) group that surfaced in January 2026. The
group has quickly transitioned from underground forum discussions to establishing an active extortion
infrastructure, including a dedicated Tor-based data leak site (DLS). While the current volume is low,
BravoX displays a structured operational model targeting U.S. organizations with revenues exceeding S5
million.

Background & Origin

e First Appearance: January 23, 2026 (Public surface via RAMP forum).

e  Origin: Likely Russian-speaking or CIS-aligned. The group explicitly prohibits affiliates from
targeting CIS (Commonwealth of Independent States) countries, a standard "flag" for Russian-
nexus cybercriminal groups.

e History: The threat actor behind BravoX registered on the RAMP underground forum in
September 2025 but maintained a low profile until launching the Raa$S program in early 2026.

Operational Model

BravoX operates as a Ransomware-as-a-Service (Raa$S). It recruits affiliates to conduct the intrusion and
deployment phases while the core developers provide the malware and negotiation infrastructure.

o Affiliate Recruitment: The group is highly selective, requiring potential affiliates to demonstrate
proof of access to targets with over $5 million in revenue or provide a financial deposit.

e Extortion Tactics: They employ Double Extortion, threatening to encrypt data and publish stolen
exfiltrated data on their leak site if the ransom is not paid.

Targets & Recent Activity
e Geography: Primary focus is the United States.
e Sectors: Early victims include Healthcare and Retail organizations.

e Current Volume: Low. As of late January 2026, the group has listed three victims on its data leak
site. This suggests the group is in a "credibility-building" phase to attract high-quality affiliates.

Indicators of Compromise (I0Cs)

Note: Due to the group's recent emergence, specific file hashes are evolving. Defenders should look for
behavioral indicators.
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e Infrastructure:

o Tor Data Leak Site: (Specific .onion address is variable/not listed in open sources but is
hosted on the Tor network).

¢ Network Indicators:
o Outbound traffic to Tor nodes (used for C2 and data exfiltration).
o Large outbound data transfers (exfiltration) prior to encryption.

e Ransom Note: Likely drops a text file (e.g., RESTORE_FILES.txt or similar) containing instructions
to visit their Tor site.

Tactics, Techniques, and Procedures (TTPs)

¢ Initial Access: Reliance on affiliates leveraging compromised credentials (RDP/VPN) or
unpatched vulnerabilities (e.g., in edge devices), given the requirement for affiliates to
"demonstrate access".

e Targeting Constraints: Explicitly avoids CIS countries.

¢ Revenue Targeting: Focuses on mid-market to enterprise targets (55M+ revenue) to ensure
ransom liquidity.

e Verification: Affiliates must pass a vetting process involving trusted recommendations or
deposits, indicating a focus on operational security (OpSec) over rapid expansion.

Recommendations

1. Monitor RAMP Forum Intelligence: Security teams should track RAMP forum posts for new
affiliate recruitments or updates to the BravoX decryptor.

2. Geo-Blocking: Ensure robust blocking of connections from high-risk geographies if no business
need exists, though BravoX likely uses US-based proxies.

3. Patch External Assets: Since affiliates likely bring their own access, ensure all VPNs and RDP
instances are patched and MFA-protected to deny initial entry.

4. Data Loss Prevention (DLP): Tune DLP rules to detect large outbound transfers to unknown IP
addresses, as BravoX relies on double extortion (data theft).
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