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Critical Patches Issued for Microsoft Products to Thwart Remote Code
Execution

OVERVIEW

Multiple vulnerabilities have been discovered in Microsoft products, the most severe of which could allow for
remote code execution in the context of the logged-on user. Depending on the privileges associated with the
user, an attacker could then install programs; view, change, or delete data; or create new accounts with full
user rights. Users whose accounts are configured to have fewer user rights on the system could be less
impacted than those who operate with administrative user rights.

THREAT INTELLIGENCE

There are currently no reports of these vulnerabilities being exploited in the wild.

SYSTEMS AFFECTED
e NET
e  Azure Data Studio
e Azure SDK

e Microsoft Authenticator

e Microsoft Azure Kubernetes Service

e Microsoft Dynamics

e Microsoft Edge for Android

e Microsoft Exchange Server

e Microsoft Graphics Component

e Microsoft Intune

e Microsoft Office

e Microsoft Office SharePoint

e Microsoft QUIC

e Microsoft Teams for Android

e Microsoft WDAC ODBC Driver

e Microsoft WDAC OLE DB provider for SQL
e Microsoft Windows SCSI Class System File
e Open Management Infrastructure

e QOutlook for Android

e Role: Windows Hyper-V

e Skype for Consumer

e Software for Open Networking in the Cloud (SONiC)
e SOL Server

e Visual Studio Code

e Windows AllJoyn API

e Windows Cloud Files Mini Filter Driver

e Windows Composite Image File System

e Windows Compressed Folder

e Windows Defender
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e Windows Error Reporting

e Windows Hypervisor-Protected Code Integrity
e Windows Installer

e Windows Kerberos

e Windows Kernel

e Windows NTFS

e Windows ODBC Driver

RISK
Government:

e Large and medium government entities: High
e Small government entities: Medium

Businesses:
e Large and medium business entities: High
e Small business entities: Medium

Home users: Low

TECHNICAL SUMMARY
Multiple vulnerabilities have been discovered in Microsoft products, the most severe of which could allow for

remote code execution.

A full list of all vulnerabilities can be found at the link below:

Successful exploitation of the most severe of these vulnerabilities could result in an attacker gaining the same
privileges as the logged-on user. Depending on the privileges associated with the user, an attacker could then
install programs; view, change, or delete data; or create new accounts with full user rights. Users whose
accounts are configured to have fewer user rights on the system could be less impacted than those who

operate with administrative user rights.

RECOMMENDATIONS

We recommend the following actions be taken:

e Apply appropriate patches or appropriate mitigations provided by Microsoft to vulnerable systems
immediately after appropriate testing. (M1051: Update Software)

o Safeguard 7.1: Establish and Maintain a Vulnerability Management Process: Establish and
maintain a documented vulnerability management process for enterprise assets. Review
and update documentation annually, or when significant enterprise changes occur that
could impact this Safeguard.
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https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fate-guide-releaseNote-2024-Mar%2F4tjyv3%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332955594%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=pgFLul6dpUJnQJdY3dVJZKEBlTGFzXPqKjspUEkr9%2Fs%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fate-guide-releaseNote-2024-Mar%2F4tjyv3%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332955594%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=pgFLul6dpUJnQJdY3dVJZKEBlTGFzXPqKjspUEkr9%2Fs%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fmitigations-M1051-%2F4tjyv6%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332967250%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=kDm4V9zwG88asQjIYABquFexl599wsgTG4V%2FyK%2BBc1Y%3D&reserved=0
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o Safeguard 7.4: Perform Automated Application Patch Management: Perform application
updates on enterprise assets through automated patch management on a monthly, or more
frequent, basis.

e Apply the Principle of Least Privilege to all systems and services, and run all software as a non-
privileged user (one without administrative rights) to diminish the effects of a successful attack.
(M1026: Privileged Account Management)

o Safeguard 4.7: Manage Default Accounts on Enterprise Assets and Software: Manage
default accounts on enterprise assets and software, such as root, administrator, and other
pre-configured vendor accounts. Example implementations can include: disabling default
accounts or making them unusable.

o Safeguard 5.4: Restrict Administrator Privileges to Dedicated Administrator
Accounts: Restrict administrator privileges to dedicated administrator accounts on
enterprise assets. Conduct general computing activities, such as internet browsing, email,
and productivity suite use, from the user’s primary, non-privileged account.

e Remind all users not to visit untrusted websites or follow links/open files provided by unknown or
untrusted sources. (M1017: User Training)

o Safeguard 14.1: Establish and Maintain a Security Awareness Program: Establish and
maintain a security awareness program. The purpose of a security awareness program is to
educate the enterprise’s workforce on how to interact with enterprise assets and dataina
secure manner. Conduct training at hire and, at a minimum, annually. Review and update
content annually, or when significant enterprise changes occur that could impact this
Safeguard.

o Safeguard 14.2: Train Workforce Members to Recognize Social Engineering
Attacks: Train workforce members to recognize social engineering attacks, such as
phishing, pre-texting, and tailgating.

o Use capabilities to prevent suspicious behavior patterns from occurring on endpoint systems. This
could include suspicious process, file, AP call, etc. behavior.(M1040 : Behavior Prevention on
Endpoint)

o Safeguard 13.2 : Deploy a Host-Based Intrusion Detection Solution: Deploy a host-based
intrusion detection solution on enterprise assets, where appropriate and/or supported.

o Safeguard 13.7 : Deploy a Host-Based Intrusion Prevention Solution: Deploy a host-based
intrusion prevention solution on enterprise assets, where appropriate and/or supported.
Example implementations include use of an Endpoint Detection and Response (EDR) client
or host-based IPS agent.

REFERENCES

Microsoft:
https://msrc.microsoft.com/update-quide/
https://msrc.microsoft.com/update-quide/releaseNote/2024-Mar
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https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fmitigations-M1026-%2F4tjyv9%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332977493%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nTql%2FK%2FwFCJ7xHU2EPt5Iz9sN0I70699Mov0%2BmzVH20%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fmitigations-M1017-%2F4tjyvd%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332986792%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=O9BjLEJk0PR%2BFWjJui99T%2BlaTbk05WdJbHyesfVdDr0%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.cisecurity.org%2Fe%2F799323%2Fmitigations-M1040-%2F4tjyvh%2F2098579712%2Fh%2FBXj85tyE_ynLROxa5bHMP5Ey-y_of-IbU6Uweq0GExk&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886332996022%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=SHt6%2Bev8VBY%2BCqi2N77G3Is3AjnPtea6MIHctSTv2Wo%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmsrc.microsoft.com%2Fupdate-guide%2F&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886333004989%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=LKAChwr9AMC%2BCUiwZ1ByZSUClbKVFkwBnxQA%2BnjuIz4%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmsrc.microsoft.com%2Fupdate-guide%2FreleaseNote%2F2024-Mar&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C08eb372a618842febcab08dc42f96fec%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638458886333013659%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=qcBjrDPDEui%2BdojF1t2GKryOzBAydj27IKw61GkM6Ps%3D&reserved=0

