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CISA Releases Seventeen Industrial Control Systems Advisories

SUMMARY

CISA released seventeen Industrial Control Systems (ICS) advisories on February 15, 2024. These
advisories provide timely information about current security issues, vulnerabilities, and exploits
surrounding ICS.

ICSA-24-046-01Siemens SCALANCE W1750D
ICSA-24-046-02 Siemens SIDIS Prime

ICSA-24-046-03 Siemens SIMATIC RTLS Gateways
ICSA-24-046-04 Siemens CP343-1Devices
ICSA-24-046-05 Siemens Location Intelligence
ICSA-24-046-06 Siemens Unicam FX

ICSA-24-046-07 Siemens Tecnomatix Plant Simulation

ICSA-24-046-08 Siemens RUGGEDCOM APE1808
ICSA-24-046-09 Siemens SCALANCE SC-600 Family
ICSA-24-046-10 Siemens Simcenter Femap
ICSA-24-046-11 Siemens SCALANCE XCM-/XRM-300
ICSA-24-046-12 Siemens SIMATIC WinCC, OpenPCS
ICSA-24-046-13 Siemens Parasolid

ICSA-23-046-14 Siemens Polarion ALM
ICSA-24-046-15 Siemens SINEC NMS

ICSA-24-046-16 Rockwell Automation FactoryTalk Service Platform

ICSA-23-306-02 Mitsubishi Electric MELSEC iQ-F/iQ-R Series CPU Module (Update A)

CISA encourages users and administrators to review the newly released ICS advisories (linked
above)for technical details and mitigations.
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