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THREAT ADVISORY 
February 16, 2024 

CISA Releases Seventeen Industrial Control Systems Advisories 
 
SUMMARY 

CISA released seventeen Industrial Control Systems (ICS) advisories on February 15, 2024. These 
advisories provide timely information about current security issues, vulnerabilities, and exploits 
surrounding ICS. 

• ICSA-24-046-01 Siemens SCALANCE W1750D 
• ICSA-24-046-02 Siemens SIDIS Prime 
• ICSA-24-046-03 Siemens SIMATIC RTLS Gateways 
• ICSA-24-046-04 Siemens CP343-1 Devices 
• ICSA-24-046-05 Siemens Location Intelligence 
• ICSA-24-046-06 Siemens Unicam FX 
• ICSA-24-046-07 Siemens Tecnomatix Plant Simulation 
• ICSA-24-046-08 Siemens RUGGEDCOM APE1808 
• ICSA-24-046-09 Siemens SCALANCE SC-600 Family 
• ICSA-24-046-10 Siemens Simcenter Femap 
• ICSA-24-046-11 Siemens SCALANCE XCM-/XRM-300 
• ICSA-24-046-12 Siemens SIMATIC WinCC, OpenPCS 
• ICSA-24-046-13 Siemens Parasolid 
• ICSA-23-046-14 Siemens Polarion ALM 
• ICSA-24-046-15 Siemens SINEC NMS 
• ICSA-24-046-16 Rockwell Automation FactoryTalk Service Platform 
• ICSA-23-306-02 Mitsubishi Electric MELSEC iQ-F/iQ-R Series CPU Module (Update A) 

CISA encourages users and administrators to review the newly released ICS advisories (linked 
above) for technical details and mitigations. 

https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-01&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059471500%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=j6SMyRZOkKN0kRjumYqSU1eXm8sXSbVjNg7iYODWE8c%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-02&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059476051%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=UTuJNA8tncWqOHTYb5AybmYF4WiRIFP%2FPaycxenXtEw%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-03&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059480489%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=3LdTFhVBGW9H0NpiYvdlOa8Mxq%2BOOzcbFFrLeC0DAYM%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-04&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059484943%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=in%2B9NeREE7uLaP7x1vdppFt%2FsaJeLptTJQKAYOzeQQ8%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-05&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059489321%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=LSDVhSfUXVNvjdbu4mbAskO9Y2Qgt6H%2BUf2JL7ceN28%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-06&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059493732%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=j%2BXsp%2FLW4Ro%2BKhbq3ZZJ75t15HNXSm%2Fix33hfYeBt%2B0%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-07&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059498309%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=wdloycOd8xA3p1AQ3jMOUGOkudxTcnVSSVVNituomlI%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-08&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059502857%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=hBEYkBlN2W3FiwQ7xrFx8ybE%2FDP114njA9T6hOOOdsc%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-09&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059507350%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=oPrvgoN%2BXxXRC2zoS4pMPbJ9o4n7dc4hwASwiu39uFo%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-10&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059511738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rQosF4l2TSUUGe3UXEAXG7hJjqgTtCnnwEDQV5ADI1o%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-11&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059516081%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=i2qqi%2BimSvYs5k8YAnHBaiEQi4C38QWzok6Io6JUFpQ%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-12&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059520424%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Q8sYTqYoM1wMwtvXbJpi7Y9PJzpbSNRRPqV7GqsWdQ0%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-13&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059524772%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ejxkUkGQyUPoI8hMkOKUsfLc3MLDbe4tWbvtT%2Fhj7nY%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-14&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059529201%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=hWNCALyTbn7ZeU7vWm%2Bvi%2BYqbtBYolNdTLZDua74zhc%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-15&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059533571%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=dQRLgr6gYtvvJRpMarcWyZMISAsrixm7qtQBEG%2FA4Tc%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-24-046-16&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059537905%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=yQgL33HBF%2Fg3UZ7vxEBoypTIMf5B5YVsPzQ2qDuRLwY%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fics-advisories%2Ficsa-23-306-02&data=05%7C02%7Cjpoteet%40blackswancybersecurity.com%7C220779df0f554786d40308dc2f09f698%7C72fefef605fd4866bcdb5b7fce9b9499%7C0%7C0%7C638436967059543222%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=5HWhneAYznzbBKq1B%2BQJHA47pWd0hrNZedhIIDKqAko%3D&reserved=0

