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CYBERSECURITY FOR CREDIT UNIONS

Blackswan Cybersecurity Provides Affordable, Effective Safequards to Fortify Your Institution’s
Security Posture

OVERVIEW

Blackswan Cybersecurity provides customized programs
for your Credit Union, with the right resources,
knowledgebase, and skillsets necessary to establish solid
cyber hygiene, protect against cybersecurity threats, and
fulfill requlatory & contractual cybersecurity monitoring
requirements, while being budget conscious.

MONITORING/DETECTION/RESPONSE (MDR)

Blackswan's MDR is a scalable managed security service
capable of monitoring your entire technology environment
24 hours a day. We work with your team to fill in capability,
bandwidth, and resource gaps.

e 24/7/365 Staffed Security Operations Center (SOC)

e Eyes-on-Glass Expert Monitoring, Detection, and
Response

e Breach Response and Forensics Support

e Compliance Adherence (NCUA, PCI, SOX, SOC, ISO,
CMMC, NIST)

e Vulnerability Management

e DataRecovery and Investigative Support

e Threat Intelligence

OUR PEOPLE MAKE THE DIFFERENCE.

CHIEF INFORMATION SECURITY OFFICER AS
A SERVICE (vCISO)

Blackswan's vCISO program provides information
security consulting in support of your ongoing
information security, IT risk, and IT compliance
initiatives.

During our involvement, we work closely with you to
provide consulting and advisory support to current
information security requirements and projects in
addition to consulting to improve performance from the
current cybersecurity program. Our focus is on the
NCUA’'s assessment questionnaire in efforts to prepare
you for an exam, satisfy IT audit requirements, and
establish a baseline for your IT infrastructure.

Establishing a program baseline is fundamental to being
able to effectively build a sustainable cybersecurity
program. Blackswan will work with Credit Union
leadership to evaluate and establish your cybersecurity
program baseline.

INFORMATION RISK ASSESSMENT AND
POLICY & PROGRAM DEVELOPMENT

Blackswan Cybersecurity provides a thorough evaluation
of potential risks associated with compromised member
data. This includes physical, administrative, and
technical security standards and guidelines, including e-
commerce solutions that are provided to your members.
Included with this service is a customized Information
Security Policy & Program ready for executive review
and board approval. Programs can be structured on an
as-needed basis or in partnership with Blackswan for
ongoing Infosec Compliance assistance.

Get in Touch
855-BLK-SWAN

contact@blackswancybersecurity.com
blackswancybersecurity.com
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BLACKSWAN CYBER FUSION CENTER

Unbiased Data Ingestion & Enrichment | UEBA | 24x7 Monitoring | Response | Remediation & Advisory
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WE IDENTIFY THE RIGHT SAFEGUARDS FOR PROTECTING YOUR DATA ASSETS AND HELP YOU OUTPERFORM CYBERSECURITY
COMPLIANCE REQUIREMENTS BY OFFERING CUSTOMIZABLE, COMPREHENSIVE SUITE OF SKILLS, CAPABILITIES, AND SERVICES.
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PREPARE

RESPOND

COMPLY MONITOR & DETECT

Identify your cyber risks,
what needs to be
protected, what
safeguards are already

Maintain an effective
security program by
maintaining awareness
and being vigilant with

Limit the damage and
reduce recovery time
and costs.

Ensure the necessary
regulatory requirements
are being met while
maintaining your

in place and additional

safeguards that should
be considered to

mitigate risks & threats.

MAKE THE

information’s integrity,
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availability.

security, compliance
and contractual
requirements.

It's not a matter of IF but
WHEN.
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